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Stojime na pevnych zakladech
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PROC se zabyvat SIEM a SOC - Legislativni

A EGULdiSitiva - smémice EU, & 2016/679 — GDPR
A GDPR (General Data Protection Regulation). U&inné od 25. 5. 2018. Subjekty musi

Zajistit
A prukaznou evidenci pfistupu a prace (manipulace) pro systémy s osobnimi udaji
A Rizeny proces detekce a hlaeni bezpeénostnich incident(
A NIS2 (Network and Information Security 2). Uginné od 18. 10. 2024. Subjekty musi zajistit
A Rizeny proces detekce a hlaeni bezpeénostnich incident

A Regutaltorni pozadavky pro nadnarodni spolecCnosti
A Reportovaci standardy: ISO 27000, SOX, BASELII

A Narodni legislativa — ZAKON 69/2018 o kybernetickej bezpeénosti
A § 20 — nastroj pro detekciu kybernetickych bezpecnostnych incidentov

AN QBANI legislativa — Vyhlaska 362/2018 Z. z.
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Nasazujeme silny produkt - QRadar a jeho pozice
n a, t r h u Figure 1: Magic Quadrant for Security Information and Event Management
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Udrzujeme nejvyssi uroven kompetence

A K dispozici je kompletni
d ed I kova ny real Izacn I a Spoleénost IBM Ceska republika, spol. sr.o., sidlem V Parku 2294/4, 148 00 Praha 4-Chodov
d O h Ied Ovy tym na Q Rad ar potvrzuje, Ze spolecnost Aricoma Systems, spliuje poZadovana kritéra a pozadavky
C e L, programu IBM Partner Plus™ a je pro rok 2024 1BM GOLD BUSINESS PARTNER.<:

A Presale specialiste

m y 4 V4
A P rOJ e ktOvy Ved O u C | Spolecnost Aricoma Systems a.s. disponuje k dnesnimu dni témito certifikacemi:
A S peC I al ISté p rO n a.S az e n I’ PG0O0010 — Cloud Pak for Business Automation — Decision Management and FileNet

PGO0038 — Power Systems Infrastructure
PG0O0039 — Power Systems Solution

A VyVOJ ap I I kaC I PG00042 — Guardium Insights
- . s PGO0046 — Xforce Threat Intelligence
A S peC I a.l ISte p rO S O C d O h I e d PG00047 — Security Orchestration and Response (SOAR)

PG00048 — QRadar EDR & XDR

PGO0051 — Verify Governance
PGO0055 — Storage for Hybrid Cloud

A DOhIEdOVé Centrum 7 X 24 PGO0057 — Storage for IBM Z

PGO0058 — Storage for Data Resilience
PGO0075 — IBM Cloud Pak for Security — Qradar XDR
PGO0076 — IBM FlashSystem

A Ce rtlfl kace PG00077 — QRadar Security Information and Event Management (SIEM)

(QRadar MIX, CompTIA,
RedHat) |
A (rBRA%ovnici s proverkou NBU




Princip SIEM

Produkt v realném case analyzuje (agreguje, koreluje) bezpecnostni
udalosti a toky generované zarizenimi a aplikacemi v siti.
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Extrémni mnozstvi dat + Pokrocila technologie _ Vysoka uroven viditelnosti a presnosti detekce
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All-in-one a distribuovana infrastruktura
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Existuje jako All-in-One zarizeni nebo pouze
konzole pro distiribuovanou architekturu. Je
mozny plynuly prechod z A-i-O na
distribuovanou architekturu.

Pozn.: HA zarizeni maji synchronni data
i konfigurace.

Processor: Zvlada funkci Collectoru + provadi
vyhodnoceni dat dle pravidel
a zajisti i jejich dlouhodobé ukladani.

Collector: provadi sbér a normalizaci dat.

Data hromadi po kratsi dobu, obecné max.

po dobu vypadku spojeni nebo pri
nastaveni davkového prenosu.




QRadar SIEM — klicove viastnosti

A QRadar, to je SIEM, Logmanagement a Flow sonda v jednom produktu, v
jedné konzoli a pod jednim know-how.

A Neni treba kupovat samostatny Log Management ani Flow sondy.

A Neni treba se rozhodovat mezi velkym a malym boxem. Vykon QRadaru
Vam stanovime na miru a tedy za optimalni naklady.

A QRadar nasadime na Vasem HW nebo ve virtualizaci.

A QRadar je napojeny na IBM X-Force. Obsahuje algoritmy strojoveho uceni
a komunikuje s umelou inteligenci.

ARICOMA



QRadar ma dva zpusoby licencovani

QRadar je mozne licencovat na ,Kapacitu® nebo na ,Enterprise”.
QRadar licence jsou zaclenény do téchto baliku:

QRadar legacy QRadar Suite
Licencuje se infrastruktura SIEM .Enterprise” - licencuje se podle
A INSTALL, NODE, HA licence poCtu MVs (serveru)

A EPS a FPM vzdy dostatecnée

Licencuje se kapacita A Neomezena QRadar infrastruktura

A EPS, FPM, DataStore licence

,2Jsage" - licencuje se kapacita

A EPS a FPM
A Neomezena QRadar infrastruktura

ARICOMA



QRadar SUITE — moderni licencni program
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QRadar SIEM — Dashboard
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QRadar SIEM - Dashboard - KBU

IBM QRadar €E 0O O
Oifenses Log Activity Metwork Activity Aszets Reporis Risks Viuinerabilities Admin NUKIB Liser Analytics Use Case Manager pulzetab name Reference Data Managememnt IOC Manager Sysiem Time: 8:00
Offenses Search... ¥ H Sawe Crteria  Actions ¥ l Primt Makhldsit )Tur‘e Last Refresh: O0:00:40 II E G
My Offenses -
All Offenses  View Offenses with: Select An Option:
All Offenses Current Search Parameters:
By Category Exclude Hidden Offenses (Clear Filter), Exclude Closed Offenses (Clear Filter)
By Source P b 4 Id - Description Offense Type Offense Source Magnitude Source IPs Destination IPs Users Log Sources
. 369 | Muliple Login Failures for the Same User containing User Login Failure - Event CRE Destination IP | 192.168.14.80 MMM | ™75156.40.204 | 1921681480 | Stranky Leoste... | Mullple (2) |
fol=rmiern I 368 | Dictionary Attack with Single Username to RDP | AC containing Failure Audit: An account failed to log on | Source IP Bel 125.153.199.217 Hel 185.153.199.217 TERMINAL CITTIV Multiple (2)
367 A user executed a command from the command prompt Source IP 192 168.14.141 - 192.168.14.141 192.168.14.90 root SIM Audit-2 - gras
By Network 366 Dictionary Attack with Single Username to RDF | AC containing Failure Audit: An account failed to log on | Source IP — 185.202.2.36 = 185.202.2.36 TEEMIMAL administrator Multiple (2)
365 Brute Force on RDP | Windows | AC containing Failure Audit: An account failed to log on Source IP HE163.172.71.191 BEE163172.71.191 TERMINAL Multiple (5] Multiple (2)
Rules 364 Dictionary Attack with Single Username to RDFP | AC containing Failure Audit: An account failed to log on | Source IP = 185.202.2.37 = 185.202_2 37 TERMINAL administrator Multiple (2]
363 Dictionary Attack with Single Username to RDP | AC containing Failure Audit: An account failed to log on | Source IP o 185.202.1.81 o 185.202.1.81 TERMINAL administrator Multiple (2]
362 Dictionary Attack with Single Usermame to RDP | AC containing Failure Audit: An account failed to log on | Source IP = 185.202.1.83 = 185.202.1.83 TEEMIMAL administrator Multiple (2)
E"| 361 Brute Force on RDFP | Windows | AC containing Failure Audit: An account failed to log on Source IP = 185.202.0.25 -  185.202.0.25 TEEMIMAL Multiple () Multiple (2]
E] 360 Dictionary Attack with Single Username to RDP | AC containing Failure Audit: An account failed to log on | Source IP = 185.202.1.80 = 185.202.1.80 TERMINAL administrator Multiple (2]
E‘] 354 Dictionary Attack with Single Username to RDFP | AC containing Failure Audit: An account failed to log on | Source IP = 185.202.1.82 = 185.202.1.82 TERMINAL administrator Multiple (2]
E”| 3h8 Dictionary Attack with Single Username to RDF | AC containing Failure Audit: An account failed to log on | Source IP = 185.202.1.79 = 185.202.1.79 TERMINAL administrator Multiple (2)
E"] 367 Dictionary Attack with Single Usermmame to RDP | AC containing Failure Audit: An account failed to log on | Source IP = 185.202.1.78 = 185.202.1.78 TEEMIMAL administrator Multiple (2)
E‘] 3h6 Brute Force on RDFP | Windows | AC containing Failure Audit: An account failed to log on Source IP B N163.172.71.19 - EN163.172.71.19 TEEMIMAL Multiple (5] Multiple (2]
E] 355 Excessive Firewall Denies Between Hosts containing Firewall Deny Source IP 192.168.14.2 192.168.14.2 192.168.14.2 M/A Multiple (2]
E‘] 3h4 Brute Force on RDFP | Windows | AC containing Failure Audit: An account failed to log on Source IP (W8] 45 136.108.39 &S] 45 136.108.39 TERMINAL Multiple (5) Multiple (2]
E"| 353 Brute Force on RDFP | Windows | AC containing Failure Audit: An account failed to log on Source IP [ 45 136.108.41 - [ 45 136.108.41 TEEMIMAL Multiple () Multiple (2]
E"] 352 Dictionary Attack with Single Usermame to RDP | AC containing Failure Audit: An account failed to log on | Source IP ES 193.37.252.119 - ES 193.37.252.119 TEEMIMAL Multiple (2) Multiple (2)
[e] 351 Brute Force on RDP | Windows | AC containing Failure Audit- An account failed to log on Source IP ammd45.12.220.214 - Em45.12.220.214 TERMINAL Multiple (5) Multiple (2)
E] 350 Brute Force on RDP | Windows | AC containing Failure Audit: An account failed to log on Source IP -2 12.92.124.21 - - 212.92 124.21 TERMINAL Multiple (5) Multiple (2]
E"] 349 Dictionary Attack with Single Usermmame to RDP | AC containing Failure Audit: An account failed to log on | Source IP = 212.92.105.97 = 212.92 105.97 TEEMIMAL Multiple (2) Multiple (2)
E"| 3438 Dictionary Attack with Single Username to RDF | AC containing Failure Audit: An account failed to log on | Source IP 21292 123.95 2 12.92.123.95 TEEMIMAL Multiple (2) Multiple (2)
E] 347 Dictionary Attack with Single Username to RDP | AC containing Failure Audit: An account failed to log on | Source IP o 185.202.1.1584 o 185.202.1.134 TERMINAL admin Multiple (2]
E‘] 346 Dictionary Attack with Single Username to RDFP | AC containing Failure Audit: An account failed to log on | Source IP = 185.202.1.185 = 185.202.1.185 TERMINAL administrator Multiple (2]
E”| 345 Brute Force on RDFP | Windows | AC containing Failure Audit: An account failed to log on Source IP - 212.92 111.212 - - 21292 111.212 TERMINAL Multiple (5) Multiple (2]
E"] 344 Dictionary Attack with Single Usermame to RDP | AC containing Failure Audit: An account failed to log on | Source IP [ 45 136.109.181 [ 45 136.109.181 TEEMIMAL administrator Multiple (2)
E‘] 343 Excessive Firewall Denies Between Hosts preceded by Brute Force on RDP | Windows | AC containing... Source IP E=76.164.234.122 - BEE76.164.234.122 TEEMIMAL Multiple (13) Multiple (3]
E] 342 Dictionary Attack with Single Username to RDP | AC containing Failure Audit: An account failed to log on | Source IP [ 45 136.109.180 == 45 136.109.130 TERMINAL administrator Multiple (2]
[e] 341 Dictionary Attack with Single Username to RDF | AC containing Failure Audit: An account failed to log on | Source IP 0 H185.104.186.26 HH185.104.186.26 TERMINAL CITTIV Multiple (2)
E"| 340 Dictionary Attack with Single Username to RDF | AC containing Failure Audit: An account failed to log on | Source IP o 185.202.1.186  185.202.1.186 TEEMIMAL admin Multiple (2)
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QRadar SIEM — aktualni hrozby, které SIEM

V4
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ARICOMA
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QRadar SIEM — aktualni hrozby které se Vas

V4

tyk x

Dashboard Offenses Log Activity Network Activity Assetls Reports Risks Vuinerabilities Admin NUKIB System Time: 8:20
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LinuxServer @ reporier
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QRadar SIEM — analyza chovani uzivatelu s vyuzitim

strojoveho uceni

IBM QRadar

Reports Risks

Dashboard

Monitored Users

4.8K

High Risk Users

6

196 of monitored users

Monitored Users

Recentrisk  Risk score ¥
Administrator 10 ~_" 6365
Stransky Leos testuje 0
zabmon 0
root 0
reporter 0

CITTIV.LOCAL\vsphere-webclient 0

ar or @ o @ oF g oOr o o

BREADMAKER 0
BORN2LIFE 0
BJFASHIONWEB 0
Lukas Vizner 0

View all 4.8K users &€

ARICOMA

Vuinerabilities Admin NUKIB User Analytics Use Case Manager

Users Discovered from Events

10026 of monsiored usess

Users Imported from Directory

|
09 of monitored users

i

Recent Offenses

Offense # 304
User: root

updated 29 days ago

Description: Possible shared account containing A user executed a
command from the command prompt

Event Count: 14 Fiow Count: O Magnitude: 3/10

Offense # 285
User: root

updated about a month ago

Description: Possible shared account containing User Login
Magnitude: 3/10

Event Count: 8 Flow Count: 0

Offense # 247 (CLOSED)
User: root

updated 2 months ago

Description: Multiple Login Failures for the Same User preceded by
Possible shared account preceded by Login Fallures Followed By
Success from the same Username containing User Login

Event Count: 638 Flow Count: O Magnitude: 3/10
Offense # 241 (CLOSED)

User: ADMIN
Description: Possible shared account containing AP| request successful
Event Count: 215 Flow Count: 0 Magnitude: 2/10

updated 2 months ago

Offense # 144 (CLOSED)
User: ADMIN

updated 3 months ago

puisetab name

€ A

Reference Data Management IOC Manager

C)~ Next Refresh: 00:44 e Reset Layou[
Active Analytics
@ UBA Rules @ Behavioral Anomaly

O Flow Rules ® Machine Learning

Risk Category Breakdown (Last Hour)

@ User Behavior
@ User Geography

System Score (Last Day)

2473
200
150
100 |

50 |

Average System Risk Score

‘1\9‘

System Time: 8:13

User Access




QRadar SIEM — X-Force APP market

IBM X-Force Exchange / App Exchange

Refine By

Brands

[ ] Guardium

[]i2

[ ] Identity and Access
[ ] mMaasS360

L% QRadar

[ ] Resilient

Categories

| | ESseEnugs
[ ] Fite Activity Monitoring

[ ] Firewall and Network
Protection

| | Identification and Enrichment

Content Type

[ ] Application
[ ] Custom AQL Function

[ ] Custom Property
[ | Custom QIDMap Entry

MITRE ATT&CK™ Tactics

[ ] Execution
| | Defense Evasion
[ ] Coliection

[ | Discovery
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Clear All

Clear

o O O -

213

3z
21
34

4

110
12
120
57

16
16

13

Search by Application

IBM and Business Partner Applications (213)

«:ATINET

QRadar

Fortinet FortiGate App
for QRadar

The app provides visibility of
FortiGate logs on trafiic. threats,
system, wireless and VPN

2 By Fortinet Inc.
& 1BM Validated

@ Qualys.

QRadar
Qualys App for QRadar

Qualys App for QRadar provides
the ability to visualize your network
vuinerabilities within IBM QRadar.

2 By Qualys
@ 1BM Validated

UPDATED

==
@QO

QRadar
Symantec ICDx Content
Pack For QRadar

Symantec ICDx Content Pack For
CiIRadar helps in visualizing and
analyzing data from |CDx

2 By Symantec
@ IBM Validated

Otenable

QRadar
Tenable App for QRadar

The Tenable App for QRadar
provides data enrichment and
additional context on QRadar.

2 By Tenable
@ IBM Validated

ltems Per Page

KASPERYKY3

QRadar

Kaspersky Threat
Intelligence Portal for...
Get threat intelligence data for
indicators in QRadar events from
Kaspersky Tl Portal

2 By Kaspersky Lab
@ IBM Validated

4

QRadar

IBM Security I1SO 27001
Content

Additional rule and repori content
focusing on ISO 27001 compliance
and policy controls

2 By IBM QRadar
@ IBM Validated

1127 > >>

8 v  SortBy @ Newest v

- FlOowmon

o N Driving Network Visibllity

QRadar
Flowmon QRadar App

An extension connecting I1BM
QRadar with events and flows from
Flowmon Solution

2 By Flowmon Networks
@ IBM Validated

l"'l'l.l -
CISCO

QRadar

Cisco Firepower App for
Qradar

Cisco Firepower Enhanced App for
IBM QRadar provides muitiple
dashboards and reporis

2 By Cisco

2 IBM Validated




Efektivnéjsi
bezpecnostni dohled
s QRadar
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Pokryvame cely zivotni cyklus provozovani
SI%Mnentace Servisni podpora Bezpecnostni
, dohled
A analyza A health-check A dohled s SLA
A vlastni nasazeni A aktualizace A vyhodnocovani
A testovaci provoz A administrace A notifikace
A dokumentace A nové zdroje logu A meésicni zpravy
A skoleni A upravy pravidel A projektove vedeni
A metodicka oodp%ra
%




gRadar SIEM, servisni a SOC pr

rvisni a SOC program ARICOMA je pouze pro

zakazniky
u kterych implementujeme nebo prevezmeme QRadar.

Na servisnim programu se stale podileji kolegove, kteri

system implementovali. - .

ARICOMA ma vlastni dohledové centrum na QRadar. Mlmmvallzwtc'a
bezpecnostni hrozby

Servisni program obsahuje: s IBM QRadar SIEM

A Sluzby technicke podpory a rozvoje — poskytuji primarne
kolegove s certifikaci QRadar Deployment Professional
+ doplnujici certifikace RedHat, Tenable

A Sluzby kybernetickeého dohledu (SOC) — poskytuji
primarné kolegoveé s certifikacemi QRadar Administrator,
CompTIA Security+ a s doplnujicimi certifikacemi
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Sluzby servisni podpory a

Kﬁ-)’()zs\l{y%Jeese v rezimu 5 x 8 a sjednava se na objem
MD nebo hodin mesicne. Trvani minimalne rok.

A Obsahuje sluzby podpory a drobného rozvoje: Minimalizujte
A Health-check a administrace bezpecnostni hrozby
A Aktualizace log sources, s IBM QRadar SIEM

A Upravy pravidel, plnéni referen&nich setd, apod.

A Konzultace k reSeni problémovych stavu

A Konzultace k Offenses (na zadost zakaznika, pokud nema
SOC)

A Obsahuje sluzby aktualizace:
A Pravidelné major-updates
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Sluzba kybernetickeho dohledu (

A Sluzba SOC je poskytovana v rezimu 5 x 8 (varianta

,Basic”
a ,Standard”), nebo 7 x 24 ,Nonstop®. Minimalné na rok.

A Obsahuje &ast zavedeni sluzby (sou¢ast mésiéni ceny):  Minimalizujte
A Napojeni QRadar na SOC | - bezpecnostni hrozby
A Sestaveni komunikacni matice kontaktu specialistu s IBM QRadar SIEM

A a cast provozovani sluzby:
A Pfistupovani na zakazniktlv QRadar. Resi se v8echny
Offenses.
A Resi se ve dvou Urovnich zavaznosti — Analytik a Expert.
A Za kazdy mesic je vyhotovena zprava o SOC sluzbe.
A Setfeni probiha pfimo v prostiedi QRadar SIEM
A Zadna citliva data nejsou uloZena u poskytovatele sluzby
A é\OSW,?ba je poskytovana z CZ/SK tedy v ramci EU




Servis a SOC

A 'V ramci servisniho programu je kazdy QRadar
napojeny zabezpecenym kanalem na centralni
dohled

A SOC sluzby realizuje ARICOMA SOC Slovensko
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QRadar SIEM — co projekt implementace

Fy i
/\%q}%%osznat svoji sit, sve uzivatele, logy a jejich kvalitu ve Vasich systémech
a aplikacich

A Vzdy je potreba zacit analyzou

A Bude potreba poridit HW, SW, implementaci, servis a sluzby SOC na nekolik
let

A Rozsah od 50.000 EUR do 500.000 EUR

A Implementace 3 az 9 mésicu (analyza, nasazeni, testy, dokumentace,
zaskoleni)

A Sluzby servisni podpory a rozvoje. SOC sluzby 5 x 8 nebo 7 x 24
ARICOMA



QRadar SIEM — ARICOMA reference

A Vzhledem k bezpecnostni strategii jiz neuvadime konkrétni zakaznicke
REFERENCE

A Zakaznicl Jsou z CZ a SK

A Segmenty Financnictvi a pojistovnictvi, Statni sprava, Zdravotnictvi, Industry
a Utility

A 90% zakazniku ma servis, zbytek si objednava ad-hoc sluzby

A 100% zakazniku obnovuje licenCni maintenance
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QRadar jsme nasadili na mnoha mistech v
N Reffefentele viech segmentech
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Vyzkousejte zdarma

A https://exchange.xforce.ilbmcloud.com/
A https://developer.ibom.com/qgradar/ce/
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Get QRadar Community Edition Forums Documentation

| Tour QRadar|

IEM is bringing free QRadar to a wider audience with Community
Edition. Community Edition is a fully-featured version of QRadar that

is low memory, low EPS, and includes perpetual license.

—> Download QRadar Community Edition
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Your operating system and Learn how to install this Watch videos about QRadar
IBM software. product Community Edition

Download a vagrant file to assist with your Get the documentation (PDF) See how to install and configure QRadar
CentOS installation. Community Edition.

—> Vagrant file download —> Get the documentation —> Waitch all of the videos (YouTube)
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